Abstract-In this paper, a novel image encryption approach is proposed in the context of cloud computing applications. A fast special transform based on non-equispaced grid technique is introduced and applied as the first time in image encryption applications. By Combining with Fractional Fourier Transform (FRFT) instead of Discrete Fourier Transform (DFT), a good framework for image encryption is opened to enhance data security degree. The both image encipherment and decipherment process are analyzed based on random phase matrix. The time complexity effort of this novel approach is examined and evaluated. Comparative study with traditional encryption algorithms will prove the efficiency and robustness of our proposed technique.
INTRODUCTION
The tremendous advancement of information and communications technology (ICT) enables big documents to be effortlessly diffused online. Data encipherment is commonly applied to guarantee different security branches mainly data confidentiality, data integrity, and data availability. By the way, the majority algorithms used for enciphering are implemented for textual data. Despite these algorithms are efficient with this kind of data, they are too limited with multimedia applications by the reason of imposed constrains such as real time analysis and big data treatment. To confront these limitations, many algorithms have developed in the context of image encipherment and can be classified into two sets. The first one consists in transforming two-dimensional image matrix into unidimensional vector and then apply one of the well-known modern encryption techniques [1] [2] [3] like data encryption standard (DES), three-DES and advanced encryption standard (AES) belonging to symmetric key cryptosystems or RSA(Rivest-Shamir-Adelman) cipher, DiffieHellman key exchange and Elliptic curve cryptography (ECC) belonging to public-key cryptosystems (PKCS). The second one is to handle 2D-matrix presenting the authentic image and apply one of the available image encryption techniques [4] [5] such as wave transmission [6] and two-dimensional discrete Fourier transform (2D-DFT).
In fact, wave transmission technique as its name indicates consists in replacing the value of each image pixel by selfadaptive wave. Taking into consideration the phase matrix keys, this method as well as chaotic system can be combined with DFT [7] , fractional Fourier transform (FrFT) or any other image processing methods in order to improve the image encryption algorithms in terms of parallel implementation, speediness and multi-parameter selection.
FrFT is considered as a powerful tool in many sectors like signal processing, quantum mechanics and optics [8] [9] [10] . It is nothing but a generalization of the classical FT (Fourier Transform) characterized by the transform order which makes it suppler than FT [8] [9] [10] [11] , increases the key space and then improves the security degree of systems based on FrFT [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] [22] .
The discrete version of FrFT so-called discrete fractional Fourier transform (DFrFT) can be obtained from DFT taking into consideration some free parameters [23] [24] . In effect, the mathematical computation of DFrFT is achieved by the Eigen decomposition of the 2D-DFT matrix whereas the researchers have studied this decomposition in order to accelerate DfrFT algorithm by proposing different techniques to generate its eigenvectors such as commuting DFT matrix [25] , HermitGaussian [23] , direct batch evaluation [27] and singular value decomposition method [26] .
In addition few years ago, random phase encoding has been applied in the image encryption process to elevate its security level [28] . It is introduced in fractional Fourier domain and combined with fractional order to offer an efficient key for enciphering/deciphering schemes. But, the noise-like aspect presenting in encrypted image becomes a deficiency since it opens a greedy gate for unauthorized user to make more and more attacks.
As mentioned above, the proposed solutions to improve data security in literature are concentrated on either the introduction of intelligent technique to reinforce the different transforms used in encryption scheme, the addition of specific key as random phase or the combination of them. Another research axis as presented in [8] can be much attractive for Scientists by rectifying the image encipherment process where the two Fourier transform operators have been replaced by two FRFT one. www.ijacsa.thesai.org
In this context, we propose a novel image encryption by introducing a new robust transform which is proposed for the first time in image encryption/decryption algorithms in order to ameliorate the security degree of data. This approach can be as well convenient to investigate cloud-based applications. This paper is organized as follows: section II figures out the theoretical background and mathematical foundations building our novel image encryption process. Section III describes the proposed encryption/decryption algorithms. The analysis and evaluation of the proposed approach in the context of cloudbased applications are the subject of subsequent section (Section IV). Section V presents our conclusions and ongoing work.
II. THEORETICAL BACKGROUND
Many mathematical transformations are in the core of different disciplines related to image encryption and offer a good workspace to increase the data security. In this section, we will focus only on the aforementioned main important transformations that will be implemented and combined in the context of image encryption.
A. Two Dimensional-Discrete Fourier Transform (2D-DFT)
2D-DFT is considered as a very popular signal processing tool to understand the features of periodic, discrete-time signals in the frequency domain. Hence, it is very likely that it will be implemented in our proposed application.
The 2D-DFT of a sequence can be defined as
So, its inverse can be written as:
and are a finite duration matrix with length N*M.
B. Fast Fractional Fourier Transform (FrFT)s
Conventional Fourier transform takes the following expression:
Referred to (5) and (6), the α th order fractional Fourier transform can be written as follow:
Obviously, FrFT has many properties like the conventional Fourier transform since FrFT is nothing but a general case of FT. The reactions of applied on a Pi function ∏ with low order  are given in Fig. 1 . By the same way, the responses for high order are shown in Fig. 2 . By optimizing the fundamental range of the fractional order, an efficient and rapid algorithm for numerical computation of FrFT has been investigated in [29] and refereed to [30] , a two-dimensional FrFT based can be easily implemented in our work. www.ijacsa.thesai.org
C. Two-Dimensional Fast Wavelet Transform (2D-FWT)
2D-FWT is a numerically effective way of the 2D-discrete wavelet transform (2D-DWT) taking into account at adjacent scales the relationship between all 2D-DWT coefficients.
Let consider a two-dimensional scaling function, and , and , three 2-D wavelets defined respectively as follows:
Defines changes according to rows (i.e. vertical edges), Defines changes according to columns (i.e. horizontal edges), Defines changes according to diagonals, Each of the aforementioned functions can be written as a multiplication of a unidimensional scaling function and its analogous wavelet . By applying numerical filters and its associated downsamplers, 2D-DWT can be easily implemented.
The diagram depicted in Fig.3 describes the twodimensional FT analysis filter bank. This one-scale filter bank can be repeated by applying the computation output to another filter bank input so as to generate as fractal scale system.
The following diagram as shown in Fig.4 presents two recurrences of the filtering method where the sub-images , , , and are produced in the first iteration and the second one shows the two-scale decomposition.
To obtain the reverse problem already described in Fig. 3 , the synthesis filter bank should be applied as depicted in Fig. 5 : 
D. 2D-Non-Uniform Fast Fourier Transform (2D-NUFFT)
In image encryption applications, the 2D-NUFFT [31] -developed by our research team-can be a good solution to enhance the security of data. But up to now, this technique has not introduced in the encryption domain. The non-uniformity and the speed of this mathematical transform can produce a powerful mechanism for many research applications. Under the frame of the numerical complexity, the conversion between spatial and Fourier domains is ensured at O(N T log N T )time (N T is the total pixel numbers in 2D decomposition) while taking into consideration the non-equispaced of input data.
The efficiency of the 2D-NUFFT algorithm is equivalent to the FFT one. Therefore, this powerful transform will be implemented in this work by combining with aforementioned mathematical transformations. The schemes depicted in the following Figures (Fig.6 and Fig.7 ) [31] summarize this transformation and its inverse. 
III. PROPOSED ENCRYPTION/DECRYPTION ALGORITHMS
In this section, we develop the new encryption and decryption schemes based on the different tools mentioned above in the context of image encryption applications. www.ijacsa.thesai.org Let consider a 2D color image I = F(x,y) (x and y are the spatial coordinates of the image) with size M*N identifying RGB (Red, Green, Blue) channels.
This image can be represented as follows:
Where ∑
Assume that these channels of the authentic image are separated. So, all different processes already described above will be applied simultaneously to RGB channels.
Initially, the 2D-NUFFT transform is executed in each channel to produce:
Then, the 2D-FWT is applied straightforwardly for each channel to generate:
The obtained distribution from (15) will be coded by the Chaotic Random Phase Mask (CRPM). This can be expressed arithmetically as follows: (16) S(x,y) stands for the sequence with random number produced by the chaos function with selected seed value.
The 2-D FrFT transform is then implemented in this to produce:
where α,β are 2D-FrFT fractional orders and * denotes the element-wise multiplication (i.e. Hadamard product) of equivalent matrices.
The inverse 2D-FWT must be now applied at the resultant matrix obtained from (17) .
In the final step, each channel will be operated with the inverse 2D-NUFFT to generate RGB channels associated to encoded image. This encrypted image G(x, y) is generated after the combination of these three channels via the following equation:
These steps can be seen in the following process ( fig.8 ): The decipherment process given in the following figure  (Fig.9) can be obtained from the reverse of the encipherment scheme as shown in Fig.8 .
Indeed, the 2D-NUFFT operation should be applied to G(x,y) for each channel in order to generate:
Then, the 2D-FWT is directly applied on (19). It yields:
The inverse 2D-FrFT (with order -α, -β) will be applied after that taking into consideration the CRPM conjugate already presented in equation (16) .
We obtain:
Finally by applying the combination between inverse 2D-FWT and inverse 2D-NUFFT on the outcome obtained in (21) , the decrypted image can be now represented by the following distribution: Fig. 9 . Decryption Scheme in Proposed Algorithm. www.ijacsa.thesai.org
IV. ANALYSIS OF THE PROPOSED ALGORITHM
The proposed algorithm is based on the combination between two powerful mathematical transforms -2D-NUFFT and 2D-FWT -and also their inverses 2D-INUFFT and 2D-IFWT in the same encryption or decryption process. The random phase function is produced as a 2-D sequence of random numbers and merged with the 2D-FrFT with order (α,β) in encryption process. By the way, the conjugate of the random phase function is used with the 2D-IFrFT with order (-α,-β) in the decryption process.
In the following table, we compute the complexity of this algorithm in both encryption and decryption sides so as to evaluate the efficiency and robustness of our new image encryption scheme. We adopt N*N as the image size of I in order to simplify the problem. 
Total time complexity of decryption
Total computation complexity of the system
The evaluation of proposed encryption/decryption scheme by computing the number of its operations proves the speediness, efficiency and robustness of this algorithm in the context of image encryption applications. Furthermore in comparison with other methods developed in references [16] [17] [18] [19] [20] , the security degree becomes significant due to the introduction of the non-uniformity feature in the proposed process by the application of the NUFFT technique.
There is no doubt that cloud computing technology [32] is a developing sector of both computer and networking security and information security in large-scale There are a set of significant strategy issues used to secure data, applications, and the related infrastructure of cloud-based resources, which include image encryption applications. Such proposed encryption/decryption algorithm shall be as accurately tailored as feasible to protect a big data and ensure a good workspace to handle with image having a high complexity problem.
V. CONCLUSION
In this paper, the theoretical background and mathematical foundations of the novel image encryption approach have been successfully developed and presented. The features of this approach as well as its strong points that set apart from other encryption schemes have been mentioned. Also, the detailed description of the proposed encryption and decryption process has been presented. The efficiency and robustness of our approach in terms of computational complexity have been demonstrated in the context of image encryption and cloud computing applications. The introduction of double chaotic random phase mask associated with 2D-FrFT in our approach can increase the security degree and circumvent the problem of big data met in cloud computing technologies.
